
 CONSUMER WIRE FRAUD ADVISORY 
 While conduc�ng business and communica�ng electronically has become a ma�er of convenience, and in most cases a 
 reality in nearly all aspects of our lives, it has also provided hackers/criminals new opportuni�es for their criminal ac�vity. In 
 the course of your real estate transac�on, you may receive fraudulent/decep�ve wiring instruc�ons via email, fax, text, 
 and/or social media. These communica�ons are becoming regular and likely, while having the appearance of being authen�c, 
 are actually counterfeit requests for informa�on direc�ng consumers to input private banking informa�on on a fake website 
 or email. Please note that Keller Williams will not send instruc�ons to wire funds beyond advising you to contact your Title 
 Manager / Closing A�orney. 

 WARNING  : When wiring funds, never rely exclusively  on any electronic means of communica�on. Call the Title Agent / 
 Closing A�orney at a number that you obtained on your own (i.e., sales contract, their website, etc.). Do not use a phone 
 number that is obtained from any electronic communica�on. *  INITIALS  : _____ _____ _____ 

 BUYERS  : Keller Williams recommends that if you receive  wiring instruc�ons, supposedly from a se�lement/�tle company, 
 lender, a�orney, or any other en�ty, verify the authen�city of the instruc�ons prior to ini�a�ng any transfer of funds. 

 • Contact your Title Manager / Closing A�orney at the phone number you received at the beginning of your transac�on. 
 NEVER WIRE FUNDS PRIOR TO CALLING YOUR TITLE MANAGER / CLOSING ATTORNEY TO CONFIRM. 
 • Do not use any phone numbers provided to you in emailed wire transfer instruc�ons. ONLY USE A KNOWN AND 
 CONFIRMED PHONE NUMBER FOR YOUR TITLE MANAGER / CLOSING ATTORNEY. 
 • Orally confirm, with your Title Manager / Closing A�orney, that the wire transfer instruc�on is legi�mate and confirm the 
 bank rou�ng number, account numbers, and other codes before transferring the funds. 
 • Avoid sending any personal informa�on via electronic transmission. Provide such informa�on in person or over the phone 
 directly to the Title Manager / Closing A�orney. 
 • It is recommended that you take steps to secure your informa�on (i.e., create strong passwords, only use secure Wi-Fi, do 
 not use free services, etc.). 

 S  ELLERS  : Keller Williams recommends that if you send  wiring instruc�ons of any kind (i.e., for the receipt of your proceeds) 
 via electronic means, you must call immediately and verify that the correct instruc�ons were received by the Title Manager / 
 Closing A�orney. Also, it is important to confirm with the Title Manager / Closing A�orney that the wire instruc�ons are not 
 to be subs�tuted without verbal consent. 

 Addi�onally  : Keller Williams, Closing A�orneys,  or Title Managers may request Cashier’s Checks only on 
 escrows/deposits/rents a�er a fully executed contract/agreement of sale or lease. Your real estate agent can help you find 
 out what is required for deposits and closings. 
 If you believe that you have received fraudulent wire instruc�ons, immediately no�fy your bank, the Title Manager / Closing 
 A�orney, and your real estate agent. The sources below, as well as others, can also provide informa�on: 

 • Federal Bureau of Inves�ga�on:  h�p://www.�i.gov 
 • Internet Crime Complaint Center:  h�p://www.ic3.gov 
 • Na�onal White Collar Crime Center:  h�p://www.nw3c.org 
 • On Guard Online:  h�p://www.onguardonline.gov 

 By signing below, the undersigned acknowledge that each has read, understands, and has received a copy of this 
 Consumer Wire Fraud Advisory. 

 Consumer: _________________________________________________________________  Date: _____________________ 

 Consumer: _________________________________________________________________  Date: _____________________ 

 Agent: _____________________________________________________________________ Date: _____________________ 
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